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Remote Desktop: Configuring your
Office Computer

Overview

In order to connect to your office computer from another location, there are several configuration
steps that must be completed on your office machine. Please remember that your home computer
or whichever computer you are using to connect to your office, must be protected with the latest OS
and security updates.
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1. Click the Start/Windows button. 2 ipley &,-:ﬂn
2. Click on the Settings icon in the Start Menu. 2 e O -
3. Inthe Settings window, click System. & [T . o
4. Click on Remote Desktop on the left-hand side. o E=r=n ?
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5. Switch the Enable Remote Desktop option to On. e
6. Make note of the PC name in the How to Connect to this PC S How to connect te this Pr
section of the screen. You will need this when connecting B T s s
remotely. o ot Kot Bt S ot e o
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1. Click Start D avos
2. Open the Control Panel
3. Double click the System icon
4. Click Remote Settings
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On the remote tab, select “Allow connections from computers running any version of Remote
Desktop” (Figure 2)
Click OK
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What happens when | enable Remote Assistance?
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Remote Desktop

Click an option, and then specify who can connect. f needed.

Changesetings ~) Dont allow connections to this computer

(@) Allow connections from computers running ary version of
Remote Deskiop {ess secure)

() Mlow connections onfy from computers running Remote
Desktop with Network Level Authentication {more secure)
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7. Return to the Control Panel and double click on Windows Firewall
8. Click Allow a program or feature through Windows Firewall
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e Help protect your computer with Windows Firewall

Allow a program or festure Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Intemet or a network.

& Change notification seitings How does a firewall help protect my computer?
&) Turn Windows Firewsll on o What are network locations?
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% Advanced seitings Networks at a workplace that are attached to @ domain
Troubleshoot my network
Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the
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Notification state: Notify me when Windows Firewall blocks a new
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Network and Sharing Center

9. Click Change Settings

10. Scroll down and verify that Remote Desktop is checked
11. Click OK

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a pregram to communicate? Change settings

Allowed programs and features:

MName Dorain  Home/Work (Private])  Public =
Microsoft Office Qutlook
[ Metlegon Service
MNetwork Discovery
O Performance Logs and Alerts
Remote Assistance
Remote Desktop
[0 Remote Desktop - RemoteFX
[ Remote Event Log Management
[0 Remote Scheduled Tasks Management

[0 Remote Service Management

O Remaote Volume Management
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Allow another program...

12. Visit smu.edu/hostname and write down the hostname shown. This will be the address you use
when connecting at home.
13. Be sure to either log off or lock your workstation but leave it powered on.
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Remote Desktop: Configuring Your
Home Computer

Overview

After you have configured your office computer to accept remote connections, you will need to
get your home computer set up in order to connect to your campus computer.

Download the VPN Client on your home computer

1. Login to https://vpn.smu.edu using your SMU ID and password
2. Click AnyConnect on the left-hand side
3. Download the AnyConnect client following the instructions located on the website.

Establish the VPN connection

1. Launch the Cisco AnyConnect client from your Programs folder.
a. ForWindows 7, the program will be in the Programs or All Programs
folder of the Start Menu.
b. For Windows 8 and 8.1, press Windows+S and enter “Cisco” in the search box.
The AnyConnect Secure Mobility Client should appear in the results.
c. For Windows 10, the program will be in the application list in the Start menu.
2. Type vpn.smu.edu in the connection box in the window that appears.
2. Click Connect

3. Enter your SMU ID and Password when prompted.

Create the Remote Desktop Connection (from your home machine)

B Rernote Desktop Connection EI = @
1. Click Start . ' | Remote Desktop
a. InWindows 8, use the search tool in the charms %> Connection
bar or by pressing Windows+S, search for
Remote Desktop and click on it. Skip steps 2-5. General | Display | Local Resources | Programs | Bxperience | Advanced
2. Click Programs Logen seftings
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3. Click Accessories Uy e reme e remete computer
. - Computer: -
4. Click Remote Desktop Connection e
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5. Click the Options button s
6- Enter the Hostname Of your Oﬁ;lce maChlne You will be asked for credentials when you connect.
7- CI'Ck the LOcal Resources tab [E] Mlow me to save credentials
8. Ifyou wish to access local printers or the clipboard, make Connection setings
sure those two Options are Checked ] SS:::dtI;zncl:lerr;Enclonnedion settings to an ROP file or open a
9. Click Connect, and Login with your SMU ID and e ) (e ] o
password
(+ Hide Options [ Connect ] Help
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