Southern Methodist University:  Development & External Affairs

Policy for Access to and Privacy of SMU Alumni and Donor Records

Access to information about SMU alumni, parents, friends and current, past and potential donors, is subject to the following policy.  The purpose of the policy is to achieve a reasonable balance between the rights of alumni and friends to privacy and to protection from unwelcome contact on the one hand, and the interests of the University on the other.   This policy is to supplement SMU Policy 12.5:  Information Security.

“Alumni, parent, friend and donor information may not be released for personal or non-University purposes without approval of the person whose data is being requested.”  

As a general rule, information may be obtained by alumni, parent and friend volunteers who are acting in the University's interest.  Requests for information for volunteers must be submitted to Information Services by a sponsoring staff member.  That staff member assumes responsibility for the appropriate use of the information.  

Faculty and staff members may obtain information for University related purposes.  When submitting a first-time request, they are asked to specify the use of the information and are told what Development & External Affairs confidentiality policies are.  Information Services keeps Development & External Affairs staff members apprised of requests related to their areas of responsibility and asks for staff member approval before releasing information to anyone outside the division.   

Direct electronic access to the Alumni/Development database and to the document imaging system is available ONLY to University employees who have received authorization from the Office of DEA Operations by issuance of a unique and personal password.  Passwords are NOT to be shared with anyone, including new employees who have not yet obtained their own passwords.  

People having direct access to the Alumni/Development database or receiving Directory information* via any means will comply with the DEA and University policies as noted in the statement which must accompany all information:

This confidential information has been compiled by Southern Methodist University for its exclusive purposes.  It is not available for private purposes of any kind, including commercial solicitations or the expression of personal, political, social, or economic views.  This policy applies to all University personnel and volunteers acting on behalf of SMU.




DEA division files, both electronic and hard copy, not covered above, are confidential University information and may not be released without approval of the Vice President for Development & External Affairs.
Employees found to be in violation of this Policy are subject to discipline in accordance with University Policy 9.34, “Dishonest, Fraudulent and Illegal Practices,” University Policy 6.1, University Policy 6.16, and University Policies 9.12 and 9.13, as appropriate.  Dishonest, fraudulent or illegal acts are regarded as egregious and generally warrant termination of 

employment without the need for progressive discipline.
* Directory information is defined as alumni information, which appears in a public directory.  Individuals specifically authorize the inclusion of information about themselves.  The SMU Alumni Directory and PerunaNet are examples.

Procedures Related to Policy and Access:

SMU alumni who contact Constituent Records for address information on other alumni will be asked if they have Internet access and if so will be referred to PerunaNet.  If they can provide their SSN or their name, address, class year and major, Records can tell them their SMU ID number over the phone so that they can register themselves for PerunaNet.  If they do not have Internet access, Records can look up to ten names for them and provide that information.

When an SMU faculty or staff member requests information from IS when they have not previously done so, IS will determine what the information will be used for and will clear it with affected DEA staff members prior to releasing it.

A condensed but emphatic version of the confidentiality agreement will be included in the e-mail (or memo) that accompanies any information distributed by IS.

I have read and understand the policy for access to and privacy of SMU alumni and donor records.

Signature ______________________________________
Date _________________________

Printed Name __________________________________  
Dept. __________________________

SMU ID # __________________________________  


Revised:  September 26, 2002

Responsible AVP:  DEA Operations


